One of the most important characteristics of radiocommunication systems and facilities that operate in the conditions of radio-electronic suppression is their secrecy, which is the ability of systems and radio communications to withstand the actions of radio-intelligence. Radiotechnical intelligence provides consistent execution of three main tasks: the detection of the fact of the operation of the system (devices) of radio communication (signal detection); determination of the structure of the detected signal and its basic parameters; disclosure of the information contained in the signal. Taking into account the Operations of the Joint Forces in the East of Ukraine caused by the armed aggression of the Russian Federation, an urgent question is raised regarding the analysis of the technical characteristics of the radio-electronic intelligence systems for determining the operation of the radiocommunication equipment of the Armed Forces of Ukraine and the structure of the type of signals used. The authors of this article conducted an analysis of the technical characteristics of the radio-electronic intelligence systems of the Russian Armed Forces to determine the operation of the radiocommunication equipment of the Armed Forces of Ukraine and the structure of the type of signals used. During the research, the authors used the basic provisions of the theory of communication, the theory of electronic warfare, the theory of signals and general scientific methods of analysis and synthesis. According to the results of the research, the following conclusions can be drawn: the frequency range of the electronic intelligence facilities of the Russian Armed Forces is much larger than the frequency range of the radiocommunication facilities of the Armed Forces of Ukraine and technically developed countries of the world; classical methods of increasing impedance and secrecy such as pseudo-random reconstruction of the operating frequency is not able to provide a given level of secrecy. In view of this, the direction of further research should be considered the development of scientific and methodical apparatus for increasing the structural secrecy of radio communications based on the use of time-signal structures. K e ywor d s : radio communication systems, radio resources, noise immunity, radio electron suppression, radio-electronic intelligence, secrecy.
Introduction
The main requirements for the modern military systems and radio communication facilities are [1] [2] [3] [4] [5] :
full mobility of all subscribers and elements of the radio communication system; high efficiency of messages delivery to subscribers; provision of a given quality of service to users in significant geographic areas in the conditions of use of both conventional and nuclear, biological and chemical weapons, as well as devices of electronic suppressing; ensuring the continuity of combat management for all conditions of terrain; high structural stability of the system (durability and reliability); high bandwidth of communication channels; high noise immunity of individual radio equipment and radio communication system as a whole.
One of the most important characteristics of systems and radio communication systems that operate in the conditions of radio-electronic suppression is their secrecy.
Under the covert sense of the ability of systems and radio communications to withstand the actions of radio engineering intelligence [1] [2] [3] [4] [5] .
Radiotechnical intelligence provides the consistent fulfillment of three main tasks: the detection of the fact of the operation of the system (devices) of radio communication (signal detection); determination of the structure of the detected signal and its basic parameters; disclosure of the information contained in the signal.
In accordance with these tasks one can determine the main types of secrecy: energy, structural, informational, spatial and temporal.
Structural secrecy is aimed at excluding or significantly complicating the disclosure of the structure (sight) of the signals of the system (devices) of radio communication.
Taking into account the operation of the United Nations Operation in the East of Ukraine caused by the armed aggression of the Russian Federation, an urgent issue of the analysis of the technical characteristics of the radio-electronic intelligence systems complexes is determined to determine the operation of the radiocommunication equipment of the Armed Forces of Ukraine and the structure of the signals type that is used.
The purpose of this article is to analyze the technical characteristics of the electronic intelligence systems in determining the fact of the work of the radiocommunication facilities of the Armed Forces of Ukraine and the structure (type) of the signals used.
Presentation of the main material
Complexes of automated radiomonitoring (ARM) nowadays have become widely used as an instrument for solving such a problems as management of the use of radio frequency spectrum and control of electronic environment, including in the course of counter-terrorist operations. The main tasks of ARM are planned control of the parameters of standard devices and measurement of unintentional levels of obstacles, detection of unlicensed transmitters and determination of their location, measurement of energy coverage zones in assessing the quality of radio communications, determining the intensity of use of radio frequency resource.
ARM tools also solve information security tasks and serve as the basis for technical measures to counteract unauthorized removal of information, including special studies on side electromagnetic radiation and imprints.
Mobile automated systems of radioengineering and special monitoring of the effectiveness of information security and assessment of the electromagnetic environment of the МКТК-1 and МКТК-1А are designed to detect, measure parameters and determine the location of radio electronic equipment, assess the electromagnetic environment, detect and close the technical channels of information leakage.
The mobile automated complex of radioengineering and special control of information security efficiency МКТК-1А is intended for (Fig. 1 , a) [6, 7] :
-operational control of operating modes and technical analysis of signals, placement and location of radio electronic equipment; -control of the fulfillment of norms (requirements) for counteraction to radio and radio intelligence of foreign states; -analysis and evaluation of the electromagnetic environment;
-control of radiation parameters of radio transmitters;
-search for the sources of unintentional radio interference;
-search for the special electronic devices for interception of information;
-detection of technical channels of information leakage due to side electromagnetic radiation and impulses, insufficient sound and vibration isolation;
-assessing the protection of objects from information leakage through technical channels;
-control of the protection of objects in the infrared and visible bands of electromagnetic waves; -operational protection of information from leakage on vibroacoustic and radio channels.
The complex includes: automated workplace of radio control (AWP-RC); Workplace of special control with a complete set of remote equipment (WP-SP); communication equipment, power supply and life support.
Tactical and technical characteristics of МКТК-1А are given in the table 1. c -the mobile automated complex of radio inquiries and radio suppression (Leer-2) Small-sized multifunctional systems of radio control, positioning and suppression RP-377L and RP-377LA "Lorandit-AD". Small, multifunctional radio control complexes, positioning and suppression.
RP-377L and RP-377LA "Lorandit" provide operative search, location and radio decay of radioelectronic devices of UHF radio communications of illegal armed groups, terrorist groups and interference sources for control and communication systems (fig. 2) .
The RP-377L complex is located in two cases and four canvas bags for transferring combat personnel from two to three people and can be used both in field conditions and in conditions of medium and strongly rough terrain ( fig. 2) . Complex RP-377LA "Lorandit" is located on a high-capacity car (the type of car is determined by the requirements of the customer) and can be applied in field conditions and conditions of medium-sized terrain [6, 7] .
Depending on the tasks solved complexes can be combined into a system of two or more complexes RP-377L and RP-377LA " Lorandit ", one of which acts as a point of control system. Technical characteristics of the complexes are shown in the table 2.
The multifunctional complex of radio-electronic suppression of the RB-531BЕ is designed ( fig. 1, b) :
-for protection against radio-controlled mines and explosives, in a parking lot and in motion by devices of setting up broadband barriers to reception devices; -radio-electronic intelligence, radio-telegraphy and interference with radio communication equipment (including cellular communication), which operate on fixed frequencies and in the FHSS mode on the parking lot and in motion.
The equipment of radio intrusion and radio suppression of the complex RB-531BЕ provides:
-detecting, radio-directing and suppressing sighting of the devices of UHF-radio communication, working with the FHSS with the reconstruction of the operating frequency speed of the 300 jump/second; -detecting, radio-directing and radio-suppressing by noise-blocking frequency-modulated interference with UHF radio-communication devices operating with a FHSS with a speed up to 1,000 jumps per second;
-binding, technical analysis and auditory control of UHF radio communication in motion and in the parking lot;
-classification of signals of radio frequencies operating at fixed frequencies, with a probability of not less than 0.9 in the case of signal / noise ratio of 15 dB (in the frequency band of the signal).
Mobile automated radio-detecting and radiosuppressing complex (Leer-2) (Fig. 1, c) .
The complex is intended for estimation of the electromagnetic environment, the radio information exploration of radio emission sources, and the obstruction of radio electronic devices. when it is found without placement, not less, MHz/sec 8 000
when it is located with the downlink, not less, MHz/sec 5 000
Features of the complex: -detection of sources of radio emission and determination of their location with anchoring to the digital terrain maps; -setting of radio interruptions by various types of radio-electronic devices (including mobile communication systems); -simulating the work of radio electronic devices.
-possibility of quasi-simultaneous suppression of 12 sources of radio emission; -the possibility of continuous conducting of radio intrusion and radio suppression on the parking lot and in motion.
The main nomenclature of existing radio communication equipment of the UFH range of the Armed Forces of Ukraine and technically developed countries of the world have the following technical characteristics:
-frequency range -30-512 MHz; -power transmitter -2-50 W; -sensitivity of the receiver at the level -110dB; -signal type: M-position phase and M-position frequency manipulation.
From the fig. 3 it becomes evident that the devices of electronic intelligence of the Armed Forces of RF are capable of fully controlling the working range of frequencies of radio communications of the Armed Forces of Ukraine. 
Conclusion from the article
In this article, the authors of the research conducted a comparative analysis of the technical characteristics of the electronic intelligence of the Armed Forces of the Russian Federation.
According to the results of the research, the following conclusions can be drawn:
1. Devices of electronic intelligence of the Armed Forces of the Russian Federation have the capability of full control of the radio lines and are capable of: detecting information exchange between radio communication devices, determining the set of radio frequencies, frequency detection of a signal and disclosure of its structure; calculation of interrelationship functions and memorization of time positions of information signals and metadata that accompany them for further suppression of the radio link or influence on the information flow; decoding the received stream, set of statistics and analysis of encrypted messages; familiarity with the content of messages transmitted over the radio; simulation of signals transmitted in radio lines.
2. The frequency range of electronic intelligence facilities of the Armed Forces of the Russian Federation is considerably higher than the frequency range of the radiocommunication facilities of the Armed Forces of Ukraine and technically developed countries of the world.
3. The classic methods of increasing noise immunity and secrecy such as pseudo-random processing of the operating frequency are not able to provide a given level of secrecy.
4. Increased secrecy of radio communications of the Armed Forces of Ukraine may be achieved through organizational measures such as work with the minimum transmitter power, use of encryption tools (hardware and software); use of direct spectrum expansion technology.
5. Analysis of the literature shows that the general disadvantage of broadband systems is the use of signals with a regular structure, which makes it easy to detect them, to reveal the structure and to arrange an obstacle.
6. Since the question of shifting the working range of communication frequencies that are out of range of electronic warfare devices at this time is not due to the complexity of its implementation, it is necessary to find ways to increase the energy secrecy of signals by devices of electronic intelligence and increase the cryptosecurity of messages [8, 9] . This issue will partially solve the use of timer signal constructions.
Taking into account the above, the direction of further research should be considered the development of scientific and methodical apparatus for increasing the structural secrecy of radio communication facilities based on the use of timer signal structures.
